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The findings, verbatim
Exploiting a software vulnerability (31%) overtook stolen credentials as the top way a breach begins, for the first time on record.
Breaches involving a third party rose 60% in a year, to 48% of all breaches. Nearly half of what happens to you arrives through somebody else's estate.
One in four malicious breaches was AI-enabled, up 56%, costing about $6m against a $4.99m average. Organisations using AI in security operations saw costs about $2m lower.
69% of ransomware victims did not pay, and the median payment fell to $139,875. Collective refusal is working, and ransomware still rose to 48% of breaches.
Each of these is stated in the report with its source. If you want the working behind any of them, ask and we will send it.
How to cite
Cybersecurity Readiness Report, 2026 edition. BvLogic Research, 2026-08-10. https://bvlogic.com/research/cybersecurity-readiness/
Every report here may be quoted, charted and reproduced, including commercially, with attribution to BvLogic and a link to the report page. No permission needed and no form to fill in. We would rather be cited widely than control the copy, and a citation policy that requires an email is a citation policy designed to fail.
Charts you may reproduce
Where breaches actually start, 2026 — Vulnerability exploitation overtook stolen credentials for the first time. Most awareness-led programmes are built for the second bar. Source line to carry: _Verizon 2026 Data Breach Investigations Report; chart: BvLogic_.
Breach cost, USD millions — AI-enabled breaches cost about a million more. Using AI in security operations saves about two. Source line to carry: _IBM Cost of a Data Breach Report 2026; chart: BvLogic_.
The underlying figures are downloadable as CSV from the report page, so you can rebuild any chart in your own house style rather than screenshotting ours.
Method, stated plainly
These are syntheses of published data, not primary survey research, and every report says so in its own words. Each figure carries its source and the date that source published it. Where sources disagree we show both rather than choosing the flattering one. Nothing here is modelled, extrapolated or estimated unless the report says it is and shows the working.
If you are writing about this and a number looks weaker than we have presented it, tell us. We would rather correct a report than defend one.
Underlying sources
2026 Data Breach Investigations Report, Verizon
Breach entry point, 2026 DBIR finds, Verizon
Cost of a Data Breach Report 2026, IBM
IBM Study: One in Four Malicious Breaches are AI-Enabled, IBM Newsroom
AI-powered adversaries and the enterprise risk challenge, IBM
About BvLogic
BvLogic Solutions LLC builds AI, cloud, data and security systems for enterprises, and publishes the architecture, testing and governance material behind them. Headquartered in Dubai, working across the Gulf, Europe and North America. https://bvlogic.com
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